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Unit-3
Short type Question:
1.What is the mean by ELGAMAL cryptosystem?
2. Write the applications of public key cryptosystem.
3.Define Cryptanalysis.
4.Define trap door function.
5.define key and plain text.
Long type Question:
1. Explain the working of public key cryptosystem.
2. Define Elliptic curve cryptosystem.Explain with example.
3. Explain RSA cryptosystem with mathematic example.
4. What are the requirements of public key cryptosystem.
5. What are the requirements for the use of a public key certificate scheme?

Unit-4
Short type Question:
1.What is mean by one way property in Hash function?
2. What is Hash function?
3.What is the difference between a message authentication code and a one way hash function.
4.What is meant by the function of a compression function in a hash function?
5.How Hash function are different from public key cryptography and secret key cryptography.
6. Define digital signatutre.
7.Write the four SSL protocols.
Long type Question:
1. What is message authentication code.Explain tpes of MAC.
2. Why is message authentication required?Explain various authentication protocol.
3. What is Digital Signature.Show how signing and verification is done using digital
signature standard.
4. Explain Elagmal signatures and undeniable signatures.
5. Differentiate between MAC and Hash value.What are the characteristics of a good hash
function?

Unit-5
Short type Question:
1.List out the requirement of KERBEROS.
2.Define transport layer security.
3.Differentiate between HTTPS and SSL.
4.Define public key directory.
5.Difference between public key authority and certificate authority.

Long type Question:
1. What is X.509 certificate? Differentiate between X.509 client certificate and a normal SSL
certidicate.
2. Explain X.509 certificate and what role certificate authority play in it.
3. Explain Kerberos concept in detail.
4. Explain public key infrastructure in detail.
5.Explain SSL architecture in detail.
6.Write short note on:
a) Distribution of Public key .
b) Distribution of Secret key using public key cryptosystem.

